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FAS (False Answer Supervision)

e Carrier sends an Answer signal when far-end
subscriber has not answered the call

* lllegal in USA, but hard to detect or prove
« Common audio received after FAS Answer:

- Silence

- No audio packets

- Ringing

- “Hello” <then silence>
— Call rejection message
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PDD (Post-Dial Delay)

» Carrier delays the sending of a call while it
determines how to route the call, often
caused by overloaded routing equipment

* Not lllegal, but can be very frustrating

* We have found examples of PDD of up to 40
seconds on some carriers

* |ndicators can be very inconsistent and
different on different carriers

* Easiest indicator is log silence after placing a
call before hearing any ringing
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Where Carriers Send FAS

e Disconnected numbers

* Impossible numbers

- For example: 312-155-5555
— Unallocated prefixes like: 201-609-XXXX

* Busy phone calls
 Random percentage of calls
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Detecting FAS: Abandoned Patent

 Abandoned USA patent application:
US20110033032 (Detecting false answer supervision)

- Filed by iBasis employees Shuping Zhang
& Manpreet Singh in August of 2009

— iBasis is bought by KPN in December of
2009, application is abandoned soon after

- December 5, 2018: Manpreet Singh(still
working for iBasis) gives presentation at
SIPNOC on how they do FAS detection

https://patents.google.com/patent/US20110033032
https://lwww.sipforum.org/download/handling-voice-fraud-an-ipx-carriers-perspective/


https://patents.google.com/patent/US20110033032
https://www.sipforum.org/download/handling-voice-fraud-an-ipx-carriers-perspective/
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Detecting FAS: Methods

* Very fast INVITE to 2000K SIP
messages gap

 Immediate 2000K after 180/183 SIP
messages

* L ogging of audio packets on
Answered calls and compare in/out

* Analysis to CDRs and above data to
find patterns
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Detecting FAS: Implementaion

* Logging of relevant SIP messages
with high-resolution timing

* Detection of audio packets on
Answered calls

* Logging the above data and recording
of all calls to allow for further data
analysis to find patterns
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Asterisk Modifications

* Asterisk 13.21.x and higher

—chan_sip patch
to send at least the following SIP
events to the Manager Interface

output:
INVITE, 100, 180, 183, 200

—app_amd patch
to detect no-audio data

http://download.vicidial.com/asterisk-patches/sip_logging.patch
http://download.vicidial.com/asterisk-patches/ast13_amd_noaudio.patch


http://download.vicidial.com/asterisk-patches/sip_logging.patch
http://download.vicidial.com/asterisk-patches/ast13_amd_noaudio.patch
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VICldial Modifications

* SIP event listener/logger on AMI

* Pattern match check on agent
screen and auto-dial routing
process to log and/or
automatically hang up calls

* Reports to show and analyze data
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Other Helpful Applications

* HOMER

- SIP message logging

- Allows SIP capture of a specific call
to be sent to a carrier

* OpenSIPS

- High-volume SIP call routing

— Allows you to route around specific
phone exchanges and send to a
different carrier
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AMI Output Examples

Event: SIPInvite

Privilege: call,all

Timestamp: 1559063934.425579

Channel: SIP/proxy-000045be

Uniqueid: 1559063934.53768

SIPCallID: 1c8e4edf500518432095e02b366aa31e02@192.168.1.1:5060
CallerIDName: V5281318520051804811

ConnectedlLineName: V5281318520051804811

Event: STIPResponse

Privilege: call,all

Timestamp: 1559063934.502945

Response: 100

Channel: SIP/proxy-000045be

Uniqueid: 1559063934.53768

SIPCallID: 1c8e4edf500518432095e02b366aa31e02@192.168.1.1:5060
CallerIDName: V5281318520051804811

ConnectedLineName: V5281318520051804811
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Example SIP Event Data

Call: VO0Z505906400646555582 UniquelIl: 157Z008200_.4725
Post—-Dial: 0.43733¢ Ring-Time: 0_.081237 Total-Dial: 0.515233
Channel: SIE/proxyl-000003el Server IP: 132 .1c8.1.14

SIP Call ID: 7caas8dVfegvifiigwelrtewdSctaVoelckb@lsz _168.1.1:50&0
+———— +--—- +--—— +--—— +
| £ | Date Time Microseconds | Ewvent | Length |
+———— +--—- +--—— +--—— +
| 1 | 20153-10-25 05:0e0:40.7e7e43 | INVITE | |

| 2 |  Z£013-10-25 05:0e0:40.7eB8Z88 | 100 | 0.000e39 |

| 2 | £015-10-25 05:00:40.7e85359 | 100 | 0.000251 |

| 4 | Z£015-10-25 05:00:41.:205585 | 183 | 0.43704g |

| 5 | £0159-10-25 05:00:41_.28e882 | 200 | 0.081z97 |
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SIP Event Observations

* The only guaranteed events on Answered calls
are INVITE and 200

e Can receive multiple 100’s, 183’s per call. | once
found over one hundred 183 events for the
same phone call

* For residential calls in the USA, we’ve never
found a human answer that was Answered
within 1 second of the INVITE (I've listened to
hundreds of recordings, and clients have
listened to thousands)

QdVicidia
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Post-Dial Delay Observations

* Not easily detectable on all carriers

*Delay from INVITE to 180/183

* Delays can vary depending on region and
change over time

*Voice packet analysis: can cause delay In
all voice packets or only a delay in ringing,
depending on the carrier

* Best to verify with manual-dial calls
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VICIldial SIP Actions Configuration

“AVICI | pons Tecocn  cnat | Loaon B200) Sunday October 27, 2019 0:58:45 AM
O I a ' Settings Containers | Add A Settings Container

ADMINISTRATION
& Reports MODIFY SETTINGS CONTAINER: sip_action_fas_test_two
e Y Container ID: sip_action_fas_test_two

SErs
e Container "
— Notes: 210 FAS SIP action test @
= Lists Cnnt_le_:lngf SIP_EVENT_ACTIONS v |(Z)
& Scripts — Jp i
- min User
re -—ALL--- W
Y Filters Grﬂ,up: @
2 Inbound ; agent screen actions
& N AGENT SCREEN ACTIONS START
User Groups invite to final => 0.0,1.6,hangup-dispo-message, FAS, Auto Hangup and Dispo of
s S — False Znswer Call
gents ; inwvite to final => 1.600001,2.5,logtable, TSTFRS,

o Admin AGENT SCREEN ACTICNHNS FINISH

¢ call Times

& shirts

n Phones

@ Templates

7 carriers Container

B servers Entry:

i Conferences

% System Settings

&l sereen Labels

¥ sereen Colors
= System Statuses
= Status Groups

E CID Groups

a0 v picemal

UE‘I Aondin Stara
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VICldial Agent Screen SIP Action

Logged in as User: 7777 on Phone: SIPfwebphone to campaign: TESTCAMP
-a 'ty CHAT CHAT 2018-10-27 11:32:00 session |0: SB00051
MWVICIdial SCRIPT EMAIL |\TERNAL CUSTOMER Emails in Queue: 0
STATUS: Called: (863)393-9330 UID: M0271131590020128678 Lead: 20128878 List: 999
DIAL NEXT "UWEER | Customer Time: Channel:
Manual Queue is OFf Customer Information: LEAD SEARCH

[ | LEAD PREVIEW _
Mext Call Pause Party: nr First: Test M- Last - Mumber

RECORDING FILE: Adi’

RECORD ID:
START RECORDING | ;1

MUTE RECORDING | Phane DIAL ALERT- 37 | U - Undefined

WEE FORM | a B
WEE FORM 2 | Pe Auto Hangup and Dispo of False Answer Call

WEE FORM 3 |

Comn Close Message

PARK CALL |
IVR PARK CALL |
TRANSFER - CONF_|
|

|

|

QUICK TRANSFER
CUSTOM TRANSFER
RE-QUEUE CALL

HANGUP CUSTOMER |

SEND DTMF |
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VICldial SIP Event Call Report

SIP Event Report

Date: Sort: W search archived data REPORTS
2019-10-25 Total-Dial DOWN
SUBMIT
00:00:00
to
23:59:59

3IF Event Report H Total Records=:
Time range: 2015-10-25 00:00:00 to 2015-10-2

1
1

4 —
[y
I m
[
[
1

[
[
1

4 —

2015-10-25 0% J030E 485 | 0.0000ad | 0.000000 | 0.358 | 1572011 152.1€8.1.11 | 3 ] 11
2015-10-25 1€:4 23 J540E 485 | 0.0000ad | 0.000000 | 0. 407 | 157203€2 152.1€8.1.11 | | 3 ] 2 |
2015-10-25 05:2 23 45106 a7a | 0.0000ad | 0.000000 | 0.435% | 1572005 152.1€8.1.11 | | 3 ] 11
2015-10-25 14:5 23 3130E €26 | 0.0000ad | 0.000000 | 0. 448 | 15720255 152.1€8.1.11 | | 3 ] 2 |
2015-10-25 11:0 25 34006 117 | 0.0200000 | 0. 200000 | 0.458 | 15720158 152.1€8.1.11 | | 3 | 2 |
2015-10-25 13:4 25 52506 202 | 0.0200000 | 0. 200000 | 0.451857 | 15720258 152.1€8.1.11 | | A3 | 2 |
2015-10-25 0%:0 23 E170E 0s | 0.0200000 | 0. 20000a | o S7TED | 157200 152.1€8.1.11 | | 3 | 2 |
2 25 15:3 23 3000E 215 | 0.25353% | 0.255082 | o S021 | 15720318 152.1€8.1.11 | €4742021% g2 | A3 | 2 |
2 25 05:0 4006 €82 | 0.43753€ | 0.081257 | o gz2a3 | 157200 152.1€8.1.11 | €4€844682 S5€ | 3 | 2 |
2 25 1&:2 23 B100E €77 | 0.0200000 | 0. 20000a | o 1303 | 15720352 152.1€8.1.11 | 15 | 3 | 2 |
2 25 11:3 23 2350& 2427 | 0.504824 | 0.0202&7 | o 5051 | 1572017 152.1€8.1.11 | 11 | 3 | 1]
2 25 05:0 23 E0S0E 028 | 0.0200000 | 0. 20000a | o 755 | 157200 152.1€8.1.11 | €1 | 3 | 2 |
2 25 11:0 5 S150€ 270 | 0.0200000 | 0. 20000a | o 1e33 | 1572015 152.1€8.1.11 | BE | 3 | 2 |
2 25 05:4 B380E 414 | 0.3030000 | Q. 32002a3 | [ 4722 | 1572011 152.1€8.1.11 | 17 | 3 | z2 |
2 25 05:0 45706 166 | 0.3030000 | Q. 32002a3 | [ €115 | 157200 152.1€8.1.11 | €3 | 3 | z2 |
2 25 11 2E3 €806 222 | 0.51511% | 0.0204358 | [ £3358 | 15720178 152.1€8.1.11 | 75 | 3 | z2 |
2 25 05 524 64506 152 | 0.427574 | 0.112438 | [ 0412 | 1572008 152_1€8.1.11 | g | 3 | 2 |
2 25 13 464 B2106 023 | 0.300003 | 0. 300003 | [ 4740 | 15720311 152_1€8.1.11 | 11 3 | 2 |
2 23 208 34106 2E€35 | 0.35€0247 | d.a00a4s | [ 0556 | 1572017 152_1€8.1.11 | ol 3 | 2 |
2 23 183 T230E 83as | 0.523481 | 0.040547 | [ 4028 | 15T201€E 152_1€8.1.11 | S0 | 3 | 2 |
2 23 B2E 02306 436 | 0.300003 | 0. 300003 | [ 4745 | 15720234 152_1€8.1.11 | a1 | 3 | 1]
2 23 ZBz 1330E46086€684 | 0.300003 | 0. 300003 | [ 0815 | 15720174 152_1€8.1.11 | 17 1 3 | 2 |
2 23 &4 02206 | 0.300003 | 0. 300003 | [ 1150 | 15T20216& 152_1€8.1.11 | 27 1 3 | 1]
2 25 2E3S 44E06 | 0.437101 | 0.142&38 | a §73s | 1572011 1%2_1€8.1.11 | 37 1 3 | 2 |
2 25 = 1240& | 0. 300003 | aQoaaoa | a 3482 | 1572012 | 44 | | 2 |
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The Results: Client A

For one client placing about 2 million manual
dial calls per day across all of their clusters on a
single carrier, with about 40% of those calls
being Answered: With the new FAS-detection
features, 1-2% of Answered calls were detected
as being FAS using these methods. That may
not sound like much, but since these were
manual dialed calls, the auto-hangup process
alone ended up saving them up to 100 man-
hours per day. That's the equivalent of 13 full-
time employees.
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The Results: Client B

For another client placing about 60,000 calls
per day on a single carrier, they were receiving
from 10-30% of their Answered calls as FAS
with no audio packets. The new features allow
for logging of every FAS call so that we could
send hundreds of examples easily every day to
their carrier and the issue that had been going
on for weeks was fixed quickly with a routing
change at the carrier level. Now they get less
than 0.01% of their Answered calls with no
audio packets, and they can easily monitor for
this issue using a report.
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Availability and ISO Installer

* All of the involved software, patches and
enhancements are Open-Source and free:

- VICIbox — http://www.vicibox.com

(Installs Asterisk 13[with patches], MariaDB,
Apache, PHP, VICldial, etc...)

- HOMER - https://www.sipcapture.org/
- OpenSIPS - https://www.opensips.org/


http://www.vicibox.com/
https://www.sipcapture.org/
https://www.opensips.org/
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Thank you!

For a PDF copy of this presentation, go to:

www.vicidial.org


http://www.vicidial.org/
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